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A global 
market 
need



UN SDG's: Addressing the Challenge

World 2030
Population : 8.5bn

Technology Trends
Driverless cars : increase

Tele-work : increase
Tele-education : increase

Tele-health : increase
Smart grids : ubiquitous 

Smart factories : ubiquitous 



Trustworthy

Privacy 
Preserving

Secure

Seamless

Guaranteed

Green



State of play of AI in standardization, conformity assessment 
and law

1. What are the international norms and principles embedding 
AI?

2. What are the existing approaches on AI in global legal 
frameworks and where are the limitations?

3. What is the state of play in international AI standardization?

4. What are some of the current challenges around conformity 
assessment and AI?

Panel 1: Open session
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Approaches to socio-economic and ethical challenges in AI

1. How are standardization, conformity assessment and legal 

experts addressing socio-economic and ethical challenges 

in AI?

2. Where do these approaches interrelate, what are common 

touching points and which areas of technical or legal 

assessment can be investigated in interdisciplinary 

settings?

Panel 2: Open session
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Interdisciplinary collaboration of standardization, 
conformity assessment and regulation in AI

1. What are the ethical and decision-making challenges 
for standardization and conformity assessment 
experts and how do the ethical and decision-making 
challenges in AI impact law-making?

2. How can standards development organizations and 
legislators collaborate for developing standards and 
legal frameworks that can meet future needs?

Panel 3: Open session
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AI Conference in Geneva 

on 16-17 May 2022

Stay tuned…





Federal Department of Foreign Affairs FDFA

Directorate of International Law DIL

State of play of AI in international law
A foreign policy focus for Switzerland

13th October 2021 | Workshop on AI and the Interplay between Standardization, Conformity 

Assessment, and Legislation

Ambassador Roger Dubach
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Ambassador Roger Dubach

Federal Department of Foreign Affairs FDFA

Directorate of International Law DIL

Enormous potential in 
scientific, military, and 
economic terms. 

The law is a system of 
rules set out by humans 
to be applied to 
humans. 

“facial recognition”, 
“continual learning”, 
“hidden patterns”

AI enables completely 
new applications

The USA, PRC, and EU 
invest massively in AI.

AI leads to 
fundamental questions 

in the relationship 
between human 

beings and machines

AI is of great strategic 
importance

Export of technology 
equals export of 

values

Science and technology 
are inseparable from 
social structures and 
practice, and therefore 
from social power.

Why is AI of relevance at international level? 
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Ambassador Roger Dubach

Federal Department of Foreign Affairs FDFA

Directorate of International Law DIL

Strategy of

international players

International

regulations

General international law and 
international agreements1

Soft Law2

Decrees of states or organisations 
with de facto international relevance3

Technical standards, self-binding 
instruments4

Physical acts and faits accomplis5

Five layers of international regulations 
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Directorate of International Law DIL

Main issues discussed at international level

Five principles commonly advocated for:

transparency, fairness (or non-discrimination), beneficence (or non-malfeasance), 
accountability, privacy

Regulation following a principle- and risk-based approach

Horizontal or sectorial 
regulations? 

Technologically neutral 
regulation?

Regulation considering the 
life cycle of AI

Different rules for the 
public and the private 

sector?

Protection against new 
threats such as 
“manipulation”
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Life cycle regulation
Collaboration of 

technical and legal 
experts

Define key terms
Synchronise the five 
levels of international 

regulation

All five levels of 
international regulations 
should be coordinated 
to be aligned. An 
optimal outcome would 
take the form of a 
broadly accepted 
international 
governance of AI.

How to move forward?

Key terms such as “AI”, 
“AI systems”, 
“Automated Decision 
Making”, or “Algorithmic 
Systems” remain vague 
and opaque. Clear 
definitions set the 
ground for clarity in 
further discussions. 

Technical and legal 
expertise should join 
forces to come up with 
purposeful regulation 
whilst allowing for 
innovation.

Algorithms capable of 
“continual learning” 
should be subject to 
regulation allowing for 
the compliance of the 
application of AI along 
its entire life cycle.
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Ambassador Roger Dubach

Federal Department of Foreign Affairs FDFA

Directorate of International Law DIL

Thank you!

Ambassador and Deputy Director of the Directorate of 

International Law of the FDFA

Roger Dubach



SMU Classification: Restricted

AI Governance -
Standardization, Conformity 
Assessment and the Law –
Law’s Regulatory Relevance

Professor Mark Findlay

Director - CAIDG



SMU Classification: Restricted

Modes of AI Governance



SMU Classification: Restricted

Definition – Governing AI not Governing with AI

AI Governance:

A framework and process that guides the design, 
development and deployment of AI in a way that is 
explainable, transparent and ethical.

It comprises guidelines for actions, as well as 
systems and processes.

In particular, AI Governance should be compatible 
with location AI within communities of use, and 
compatible with the creation and sustainability of 
trust bonds.



SMU Classification: Restricted

Understanding Governance of  the AI Ecosystem 

• Understanding governance as encompassing more than just 
technical compliance

• Governance of crucial decision-sites and their outcomes

• Governance runs through and across: Data Science
Technology 

Development User Practice

• What governance requires: Recognition of risk 
(actual and perceived) 

Strategies to address 
legitimate needs and 
aspirations of stakeholders



SMU Classification: Restricted

2. Broad Issues: AI and Data Governance

• Ethical Challenges: Ethics alone is not enough

”Black Box” systems/algorithms Discriminatory predictions/outcomes

What entities are using AI (e.g. law 
enforcement, political platforms)

• Data-related challenges:

Who: Data ownership,3 

who are the data subjects
What: Types of data collection 
(subjects’ consent/knowledge)4

When: Continual collection 
/retention and practices5

Why: Purpose of data collection
/use (necessity and proportionality)6 How: Modes of data collection



SMU Classification: Restricted

Standards, Conformity, Laws – Regulatory Relevance?
• Future of AI and Big Data in terms of governance?

• Courtesy of the pandemic we have sharper indicators of future challenges

• Proliferation of mass data sharing – access over protection

• Collapsing of public and private data sectors – no longer transgression

• Standardisation needs to move from the lab to deployment contexts

• Conformity not only with self-regulatory ethics principles – need for 
institutional enforcement – Rule of Law and ethics plus??

• Failure of attribution and distribution of responsibility across AI ecosystem

• Retreat of law – private law trapped in data/property paradigm



SMU Classification: Restricted

Why New Regulatory Approaches to Data Access?

• Data-subject centred – Digital self-determination

• Date reuse and public interest

• False distinctions between personal and business data

• Failure of the data-rights approach – flipping rights not the answer

• Disruptive innovation/economies profligate in data management

• Social media giants promote harm/hate for greater ‘hits’

• States reluctant to use anti-competition/anti-monopoly to balance 
power asymmetries in the market



SMU Classification: Restricted

Proposed Solution: Trustworthy AI in Community

Trustworthy AI: regulate 
the data more than the 

machine

Trust (that builds the foundation of society, economies, sustainable 

development) will only be able to realise the full potential of AI if trust can be 

established in its development, deployment and use WITHIN COMMUNITY

EU’s 7 ethics guidelines for 
trustworthy AI – given teeth through 

Digital Self-determination

Human Agency and Oversight – informed data-subjects

Technical Robustness and safety – trust not certification

Privacy and Data Governance – data integrity 

Transparency – AI-assisted information looping

Diversity, non-discrimination and fairness

Societal and environmental well-being - SUSTAINABILITY

Accountability – RESPONSIBLE DECISION-MAKING

More than trustworthy technology –
trust is a relationship not a machine



SMU Classification: Restricted

Q&A
Any questions?



SMU Classification: Restricted

Thank You

Website: https://caidg.smu.edu.sg/

Facebook: https://www.facebook.com/smucaidg/

Twitter: @SgSMUCAIDG

https://caidg.smu.edu.sg/
https://www.facebook.com/smucaidg/
https://twitter.com/SgSMUCAIDG


SC 42 – Artificial Intelligence

Artificial Intelligence
Overview of the AI Standards Program and Novel Ecosystem Approach
IEC Workshop on AI, October 2021

Wael William Diab, Chair SC 42 (Artificial Intelligence) 



SC 42 – Artificial Intelligence

Heather Benko (SC 42 Committee Manager)

Jose Alcorta, Andy Dryden (ISO TPMs)

ISO Communications Team (Liz, Clare, Vivienne, Catherine, Barnaby)

IEC Communications Team (Antoinette, Gabriella, Mike)

SC 42 Officers

Acknowledgement 



SC 42 – Artificial Intelligence
Enabling the Digital Transformation

Artificial Intelligence
- not just one technology
- variety of SW / HW technologies applied in applications

Data Sources
- Sensors
- Simulations
- Modeling
- Etc.

Data Consumers
- End users
- Repositories 
- Systems
- Etc. 

Data 
Scientist 

BDRA Interface
Resource Management/Monitoring, Analytics Libraries, etc.

BDRA Ecosystem Components

Computing 
Resources

Analytics
Resources

Distributed File System Services
Infrastructure Services

Database Services
Data Sources Services

Support Infrastructure

Value-added Content Services
Security and Privacy Services

Visualization & BI Services
Analytics Services

Analytics Application

Data Science and the Data Ecosystem
- Big Data ecosystem, AI related data and analytics
- includes BD reference architecture, data quality, AI data aspects

Changing how we live, work and paly…



SC 42 – Artificial Intelligence

Part of the ISO and IEC Family

§ Committee on AI standardization under the joint initiative on Information Technology (JTC 1)

§ IEC and ISO produce international standards and with participation by country – one country one vote 

§ Collaboration with long established sister ISO and IEC committees covering broad rage of app domains

§ Works with JTC 1 committees producing horizontal stds in key areas such as security, cloud, IoT, governance

Scope

§ Standardization in the area of Artificial Intelligence 
§ Serve as the focus and proponent for JTC 1's standardization program on Artificial Intelligence 
§ Provide guidance to JTC 1, IEC, and ISO committees developing Artificial Intelligence applications 

Growing Program of Work and Stakeholders

§ Projects: 24 active projects of which 14 new projects added to the work program in the last year

§ Participation: 50 nations (33P/17O) with annual growth. New regions represented. 250+ delegates at plenaries

§ SC 42 “customers” consuming our standards and participants are increasingly diverse e.g. from data scientists 
to regulators to application domain experts to social scientists 

Extensive collaborations (internal and external) – over 40 liaisons including Cat A e.g. recently with OECD, EC7

Introduction and Overview of SC 42



SC 42 – Artificial Intelligence
Bridging the Gap – An Ecosystem Approach

Application 
Domain 

Requirements

Regulatory and 
Policy 

Requirements

Emerging Societal 
Requirements

Business 
Requirements / 

KPIs

Example of
Non-Technical
Trends and 
Requirements

Assimilating Requirements for Context of Use of AI, Big Data and Analytics
SC 42
Ecosystem
Perspective 

Horizontal and Foundational Projects 
Enabling and Accelerating Wide Adoption while Addressing Concerns

SC 42

Deliverables

Application Standards
Domain specific standards 

that build on SC 42 
horizontal deliverables

Implementations Across Diverse Application Domains
E.g. AI-enabled Smart Manufacturing, Health Care, Financial Systems, Consumer Devices, ITS etc. 

Open Source Projects
OS projects including AI 
algorithms leveraging SC 

42 ecosystem deliverables

Proprietary Solutions
Proprietary solutions leveraging 

SC 42 deliverables for 
requirements and gudance

Foundational 
Concepts 

Reference 
Architectures

Use 
Cases

Application 
Guidelines InteropFrameworks

Ecosystem
Deliverables

& 

Implementations

Data
Stds MSSGuidance



SC 42 – Artificial Intelligence

WG 1 Foundational standards 

WG 2 Data 

WG 3 Trustworthiness 

WG 4 Use cases and 
applications 

Structure of SC 42
WG 5 Computational 
approaches and computational 
characteristics of AI systems

SC 42 – SC 40 JWG 1 
Governance implications of AI

AHG 1 Dissemination and 
outreach



SC 42 – Artificial Intelligence

Foundational Standards
§ AI has generated interest across a very diverse and ever-growing set of stakeholders. From a cross-stakeholder 

perspective these standards introduce a common language

§ Frameworks are building blocks for other SC 42 projects and TC application standards 

§ Addresses unique AI requirements to enable certification and audit via MSS

Data – AI, Big Data and Analytics
§ Data ecosystem, characteristics, properties and quality essential to AI, BD and analytics

§ Big Data deals with extensive datasets by considering characteristics, such as volume, variety, velocity, 
variability, which allows scalable technology to efficiently store, manipulate, manage and analyze datasets  

§ AI systems acquire, process and apply knowledge, which relies on data, its properties and quality
§ Analytics derives insights from data, which requires data acquisition, collection, validation and processing

§ Unlike traditional approaches, the data aspects have to be considered and thus standardized concurrently 

§ Program of work in this area includes
§ BD: Published foundational standards. Horzontal process management framework for analytics
§ Innovative new multipart series underway focused on AI data quality for analytics and ML 
§ Preliminary work on AI Data life cycle framework

Key Topics



SC 42 – Artificial Intelligence

Trustworthiness
§ Looking at a wide range of issues related to trustworthiness, security and privacy within the context of AI 
§ Hot topic due to regulatory landscape (e.g. European privacy laws; discussions about social media engines)

§ Stakeholders view this as a necessary area for success and broad market adoption of AI
§ Published work: TRs on AI trustworthiness overview and overview of robustness of neural networks
§ Current work identifies gaps and extends trustworthiness standards relative to AI. This includes risk 

management, bias, quality model for AI systems, explainabilty, controllability etc.
§ Collaboration with IEC TC 65/SC 65A on Functional safety and AI systems

Use Cases and Applications
§ Interest in AI continues to grow across application domains and use cases
§ Use cases are the “currency” between SDO committees

§ By looking at different domains, ensures SC 42 deliverables are “broad enough to be horizontal” 
§ Application guidance enables SDOs and OS communities developing AI app projects to use SC 42’s work
§ Published areas of work ISO/IEC 24030 with over 130 use cases including contributions from liaisons

§ Current work includes guidelines for AI application, AI lifecycle processes and AI service ecosystem

Key Topics



SC 42 – Artificial Intelligence

Computational Methods
§ Heart of AI looking at computational approaches and characteristics of AI systems
§ Overview project: Overview of the state of the art of computational approaches for AI systems, 

describing: a) main computational characteristics of AI systems; b) main algorithms and 
approaches used in AI systems, referencing use cases contained in ISO/IEC TR 24030

§ Desire to have some key industry agreed tenants for classification performance of algorithms –
currently no such internationally agreed upon tenants / norms 

§ Standard for a reference architecture of knowledge engineering
§ Exploring AI V&V

Governance Implications of AI
§ The motivation is to help organization boards and executives ask and answer key 

questions about AI technologies
§ By combining the expertise of SC 42, which is looking at the entire AI ecosystem, with 

that of SC 40, which is looking at IT governance, a joint working group has been 
established to develop an ISO/IEC standard on the governance implications of AI 

Key Topics



SC 42 – Artificial Intelligence

AI Management 
System Standard

Motivation
§ AI technologies bring AI-specific concerns beyond those of traditional IT systems. For example  

§ ML based AI system may provide different results depending on the training data used 
§ The choice of training data when using an AI system is an additional process that an organization needs to 

perform to ensure the intended overall system performance
§ Consumers of AI products and services may lack trust in the AI supplier organization

§ Assurance that the organization considered for fairness, inclusiveness, accountability etc. of AI system

MSS Enables Assessment of Conformance and Auditability of the Process
§ MSS designed with AI-specific process requirements

§ Allows organizations to check how well it meets their objectives in the use of an AI system
§ For trusted 3rd party performing a check or audit, a certificate of conformance can be issued

MSS Brings Benefits to the Application Domains Deploying AI Applications 
§ MSS extendable to application domains. Sector-specific implementations expand the applicability 

of the MSS, which in turn enable conformance/audit and broadens AI adoption
ISO/IEC 42001 pulls together all the SC 42 AI platform work from a management system perspective

Key Topic: Management Systems Standard
ISO/IEC 42001 



SC 42 – Artificial Intelligence

PRIVACY

ALGORITHMIC 
BIASES

JOB DISPLACEMENT

THE SINGULARITY

INADVERTENT 
ALGORITHMIC 

CONSEQUENCES

*Source: Accenture (Liongosari)

AI Ethics and Societal Concerns
The transformative nature of AI raises issues that go beyond the technology ranging from IT-
centric to policy implications and context of use (e.g. bias, eavesdropping) in between 

SC 42 proactively addresses “traditional” IT-centric issues through trustworthiness 
deliverables and emerging context of use issues via a focus on ethics and societal concerns

Ethical and societal concerns addressed throughout our portfolio of work

SC 42’s horizontal deliverables that can be applied across applications

SC 42’s deliverables can be customized and extended for applications… 

…SC 42 partners with IEC and ISO TCs



SC 42 – Artificial Intelligence

SC 42 is the first of its kind international standards committee looking at the full AI ecosystem
§ AI, Big Data and related analytics are key technologies enabling the digital transformation 

SC 42 has a rapidly growing work program
§ Strong growth and execution on work program. 8 published projects and 24 active projects in 6 working groups

§ Robust study program for anticipated new work addressing AI ecosystem and system level concerns with AI

SC 42 engaging in extensive outreach and global collaboration
§ Tremendous outreach via ISO, IEC and national bodies. Extensive and diverse liaison network

Part of the ISO, IEC and JTC 1 families
§ Access to broad, diverse and numerous committees that range from horizontal to vertical areas

§ System integration committee providing guidance to ISO, IEC and JTC 1 committees looking at AI applications

Opportunity for international standards to fuel AI market growth and accelerate adoption

Excellent opportunity to engage 

Concluding Remarks
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Current challenges around conformity assessments for AI
Bobjoseph Mathew, Vice Director METAS



Trust in AI

 New concerns related to safety, security, privacy 

and ethics

 Trust in AI is essential in driving the market 

adoption and public acceptance

 Principles to be protected through Norms and 

Standards 

• Transparency

• Fairness (or non-discrimination)

• Beneficence (or non-maleficence)

• Accountability

• Privacy

 Maximise the benefits of AI for global innovation 

and development without creating intractable 

risk and compliance issues

12.10.2021METAS 2



How to address new concerns

Conformity assessment procedure

 Demonstrates that a product or a system meets all 

specific requirements

 Includes assessment of AI Systems dealing with 

human interests, e.g. autonomous decision making.

 Involves testing, inspection and certification

 Ex ante and only by independent Assessment Bodies

 Instrument to certify Trustworthy AI and to verify 

regulatory effectiveness.

 Fulfillment of adequate Norms and Standards is a 

prerequisite for trust in any AI system

12.10.2021METAS 3



What is essential in Conformity Assessment of AI Systems

 Based on specific requirements, with a formal Testing Scheme assessment results are

• repeatable (repetition of testing yields the same result) and 

• comparable (similar test objects achieve comparable test results).

 Traceability of functions and results of AI Systems based on the formal testing of required 

properties is made possible.

 Trustworthiness of AI Systems can be assessed for different tiers based on respective 

requirements:

• The AI System is operated in a cybersecure environment.

• The AI System does what it is intended to do correctly 

– and does not do what it is not supposed to do.

• The AI Systems Operator is competent and qualified.



Challenges

12.10.2021METAS 5

 Constant adaptation of AI requires regular verification and market

surveillance ex post

 Regular review of standards, rules and specifications (e.g. error tolerances)

 Transition rules

 Interoperability and jurisdiction

 Mutual recognition worldwide

 Skills and Education



The way forward

12.10.2021METAS 6

 Continue to create awareness across borders

 Promote common standards

 Break out of silos – Interdisciplinary approaches

 Promote research and open access

 Share knowledge and learnings

… Foster innovation and global development



Thank you for your attention

bobjoseph.mathew@metas.ch



Strong 
together.
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agenda.
-The interrelation of roles (standardisation, conformity 

assessment, law) to address ethical and socio-economic 
challenges in AI

- In terms of AI, examples of sector specific areas where technical
or legal assessment can be investigated in interdisciplinary
settings
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Interrelation of Roles

ISO/IEC JTC1/SC42/WG 3 - DTR 24368

DEVELOPMENT WITHIN STANDARDISATION 

Information Technology - Artificial Intelligence - Overview of ethical and societal concerns

• General all-embracing document. Creation of a non-technical Draft Technical Report.

• Has encouraged interdisciplinary expert participation and contribution.

• Practical document, organizational focus.

• Hands on approach; tangible product - how to address AI themes and principles in practice.

• Human Rights Practices, Themes and Principles: Examine AI systems’ and applications’ potential

misuse, abuse and disuse.

• Example fundamental sources: sustainable development (ISO 26000), risk management (ISO

31000:2018), governance principles (ISO/IEC 38505-1:2017), information security management

(ISO/IEC 27001:2013).
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Interrelation of Roles
ISO/IEC JTC1/SC42/WG 3 - DTR 24368

DEVELOPMENT WITHIN STANDARDISATION 

Information Technology - Artificial Intelligence – Overview of ethical and societal concerns

How this DTR fits in and links with other work in SC 42: Complements other work in SC42. Links to
existing work in SC42 by adding a new layer – the non-technical perspective necessary to address an
ethical and societal concern with an AI system and application:

• Addressing that an ethical and societal concern with an AI system and application often depends upon
the particular socio-political, economic or physical context of its development, implementation,
audience and use.

• Guidance – practices for building and using ethical and socially acceptable AI. Organization’s
management process.

• Considerations for building and using ethical and socially acceptable AI.

Starting point for other SC42 projects.
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Examples of sector specific areas

ISO/IEC JTC1/SC42/WG 3 - DTR 24368
DEVELOPMENT WITHIN STANDARDISATION 

Information Technology - Artificial Intelligence – Overview of ethical and societal concerns

GUIDANCE FOR PRACTITIONERS 

More concrete guidance towards best practices. Source of inspiration for practitioners.

Areas – examples legal practitioners:

• data management.

• the computation infrastructure to support capacity building and enhance the development of AI.

• intellectual property rights
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Examples of sector specific areas

ISO/IEC JTC1/SC42/WG 3 - DTR 24368
DEVELOPMENT WITHIN STANDARDISATION 

Information Technology - Artificial Intelligence – Overview of ethical and societal concerns

Examples of sector specific areas: Sources of inspiration

• ISO/IEC 24030:2019(E) – Artificial Intelligence (AI) – Use cases.

• Other areas – Use cases

Provides examples of positive impacts of AI systems and applications. Same use cases - any possible

ethical and societal concerns? Life cycle aspects - R&D, manufacturing, supply chain, and commercial

functions. Any risk for abuse, disuse or misuse?

- Vehicle manufacturing

- Law enforcement, administration of justice

- Banking and financial services

- Life Science
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Interrelation of Roles

ISO/IEC JTC1/SC42/WG 3 - DTR 24368

NEW DEVELOMENT WITHIN STANDARDISATION: DTR 243 68

Result:

• Standardisation being a tool to align technical experts with non-technical

experts, thereby creating a hands-on document to be understood and applied

by all [including non-technical] practitioners.

• Input towards specifications under development in SC 42

• Towards the 2030 Sustainable Development Goals
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Standardisation work to align various sectors
SC 42

ISO/IEC JTC1/SC42/WG 3 - DTR 24368

Fulfilling the 2030 Sustainable Development Goals

• GOAL 8 - Decent Work and Economic Growth

• GOAL 9 - Industry, Innovation and Infrastructure

• GOAL 10 - Reduced Inequality

• GOAL 11 - Sustainable Cities and Communities

• GOAL 12 - Responsible Consumption and Production

• GOAL 13 - Climate Action

• GOAL 16 - Peace and Justice Strong Institutions

• GOAL 17 - Partnerships to achieve the Goals
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Viveka Bonde 

Grev Turegatan 60, 114 38 Stockholm
Phone: +46 70 241 61 00
E-mail: viveka@bondebarzey.com
bondebarzey.com

9



Plurality of AI Norms: 
Feature or Bug?

@ugasser

TUM School of Social Sciences & Technology
Berkman Klein Center, Harvard University 



Plurality of AI Governance Norms

https://ieeexplore.ieee.or
g/document/8114684



Positive Effects:  Layer I 
Contextuality & Granularity  

https://pages.nist.gov/ifpc/2020/presentations/38_I
FPC%202020%20-
%20SC%2042%20(Thieme).pdf



https://cyber.harvard.edu/publi
cation/2020/principled-ai

Positive Effects: Layers II & III 
Resilience & Normative Core



Worthy Challenges 

Predictability  
(Rule of Law)

Interop, incl. collision
rules

Implementation
Capacity  

https://testing-ai.gi.de/fileadmin/PR/Testing-
AI/ExamAI_Normenuebersicht_2021_04.pdf


